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Wohlen Sie eine Setup-Sprache aus @

g YWishlen Sie die Sprache dieser Installation aus der unten
(]

aufgefYhrten Auswahl aus. - I!I I .0 g
. =

{ Germian [G E!_rmany]
English [United Statez|
French [France
German [Germany]
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1 Steganos Security Suite 2006 {8.0.2) - InstallShield Wizard

STECANDS Welcome to the InstallShield Wizard for
Steganos Security Suite 2006 (8.0.2)

The InstallShield{R) Wizard will install Steganos Security Suite
2006 [8.0.2) on your computer, To conkinue, click Mext.

b WARMNING: This program is protected by copwright lave and
international treaties,

| Mexk = | |_ Cancel |

NEXt cnss boawl o8y akdl 3 g (0l by ot ol ) OL 1 i g ST 8000 Gl glas— ¥
g Steganos Security Suite 2006 {8.0.2]) - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

Licence Agreement s

ATTEMTION: THIS PRODUCT 15 PROYIDED UMDER THE FOLLCWMG LICEMCE WHICH DEFINES
WHAT YOU MAY DCOWITH THE PRODUCT AND CONMTAINS LIMITATIONS O WARRAMNTIES
AMDIOR REMEDIES . THIS LICEMCE 15 GRAMTED BY STEGANMCS, FOR ALL PRODUCTS
PURCHASED, EITHER DIRECTLY QR THROUGH ARY AUTHORIZED AGENT OF THE
CORPANY

IMPORTANT: CAREFULLY READ THIS LICEMCE BEFORE LIZIMNG THIS PRODUCT. INSTALLING,
COPYING, OR OTHERWASE USING THIS PRODUCT INDICATES Y OUR ACHMCOWLEDGEMENT

THAT Y OU HAVE READ THIS LICEMCE AND AGREE TO TS TERMS. IF % OU Do MOT AGREE,
RETURM THE COMPLETE PRODUCT T THE PLACE *OU PURCHASED IT WATHIM 10 DAYS OF ™

(=11 accept the terms in the license agreement |

{1 do not aceept the terms in the license agresment

I # Back. ” Mexk = | [ Cancel ]

Next mw;ds‘ﬁww),msuw,m 33U Ladey US —Y
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i Steganos Security Suite 2006 (8.0.2) - InstallShield Wizard

Setup Type

hoose the setup tyvpe that best suiks your needs,
Please select a setup bype,

{+) Complete

I All program Features will be installed, (Requires the most disk
| space,)

t:'s Custom ! s f1] h |

o[ Choose which program Featiires you wank inskalled and where they
| will be installed, Recommended For adwanced users,

I « Back ” Mexk = | I Cancel |

PBQ\)?Y&TW@U}J\&W&JJ&)W? g\&j\)‘}.&\gj\w‘_j):ﬂ\wﬁ?-’\;—i
Next < é ds¥

i Steganas Security Suite 2006 (8.0.2) - InstallShield Wizard EIE
Installing Steganos Security Suite 2006 (8.0.2)

The program features ywou selected are being installed,
Please wait while the Installshield Wizard installs Steganos Security Suite
2006 (8.0.2), This may take several minutes,
Stakus:
| T T T T I T I I T I I TTITTIITITTITTITITITITTITITTIT

Jureal @ Hlasy) FBs fawl eiew Ceaidl -0
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s Steganos Security Suite 2006 {8.0.2) - InstallShield Wizard
STECANDS InstallShield Wizard Completed
The Installshield Wizard has successfully installed Steganos
Securiby Suike 2006 (5,0.2), Click Finish ko exit the wizard,
'L:H‘
-
4
| Finish |
Finish i heol Coaudt gl -1
Eur teganns Securily Suite 2006 %]
|
STECANOS Steganos Update Wizard
The Steganos Update Wizard is checking for an updated version
of Steganos Security Suite 2006,
[#]5earch aukomatically For updates (only with active Internet
conneckion)
|
Click "Mext" ko conkinue,
ﬂ i} [ Mewxt = ] I Cancel I ‘
b gl o @Y Jlail g g s Ol 8 ST gl Condl aa jL-1 e 3 g 1 L1 Ly
Lioly Sy
Next e
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STECANOS Steganos Security Suite 2006

You can use Steganos Security Suike 2006 For 30 more dayvs
without entering your serial numl:uer:__

D- By mow. .. P Enter serial number. ..

| Free phone ordering
Phone {00 800) STEGAMNDS
ar (008001 78 34 2667

gdditional phone numbers. ..

L 7) i Mext = J I Cancel

(bt o3 1 Ji=3y Enter serial number ... baol -A
@ Steganos Security Suite 2006 .

Reaqister Steganos Security Suite 2006
Enter serial number

Flease enter your serial number to reqgister the software,
[123 [ 114 [ =] 101 [ [200 | ] 098 |

‘ou can find the serial number in the package. IF vou ordered onling, vou will receivie
the serial number in an e-mail.

Mo setial number? Then order the full wersion by clicking on the Buy now" butkan,

Buy now,..

q I « Back ” Mexk = II Zancel |

) o day Beals ubois T 51 U1 (3 iy o3 el 8 G Ay =4
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® Steganos Security Suite 2006 g]

"
Product registration %

Your advantages:
* Yol will receive information about attractive offers.

*%ou will be the first one to get nokified abouk new versions
or producks.,

Wiould you like to reqister yaour produck onlinge now?

Yes _] | Laker | | Mever |

Ne\/el' W.'i—\~

> Steganos Security Suite 2006

i’ |
Product registration ‘:l)-

Your advantages as a registered customer:
* %o will receive information abouk attractive offers,
* %oy will be the first one to get notified about new versions

ar praducks,

Would vou like to register vour product onling now?

Yes ] I Mo I

NO ¥ Laxi -4
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® Steganos Security Suite 2006
[} Seliings &) Help

o«

STECANOS

Encryption
| —— ___.-"_‘“-}‘_‘ .'n||___
¢ Piey
.‘-J‘ Y "ﬂj__j.rl
Safe Portable Safe Private Favorites
fEﬁ - 1
J’ﬂ e A
J W > . )
Password E-mail File Manager
Manager Encryption
Anti-Theft Protection Data Destruction
i bl = |
‘ ?‘1 e | = =|
~ o =
AntiSpyware AntiTheft Internet Trace Shredder
Destructor
Steganos Security Suite

Here in the Steganos Center you will get an overview of all program parts. Move the mouse over the symbals
ko find out more.

SELLiNGS @y ) 38 jud! ol 808U Jof 3 4101 Y — )Y
e ya 0 RIS Py g G elilils Jadg sl g Ay B sl 1 10e Safe Y
8 jiins Ll glao) )y ) 1a ¥
Bt a oy 2y Ul g ¥ ot B i O 5SSy clabl go Lgd g o ol ke ol 11 £
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Bliney a5 DS A g 05 51 g e OLST bl ady 5y A Ol e 0
8 e 39 21 iy Jlasd yL3-1 1 X
LU g gl g Olib piid HL3-) 1da Y
Uy 58 o)t 0dd 5 7 il eud ) el ) gl ga g e LA SLe sl p Va A
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¥ Stepanos Safe @

STEGANOS Setting up a secure drive

You can use this wizard to help you bo create a new encrypted
drive, All daka that wou save ko this secure drive will be
automatically encrypted,

Thanks ko Automatic Crash Protection (ACF) vour daka is even
encrypted on the hard disk in the event of a swstem crash or
powet Failure,

Click "Mext" to continue,

& | PMext = J l iZance| |

iy gl gy U8 Butor BABU gl peals pll Bl ¥1 A0S g0 By B0 oy Jo laraall day -

BB e 8,50 chbaws 3158y sl oda Uf Laday g ade Janias kel BLOY! oy 05 58

) pllay Ao U od 5 sglad eSS 550 4alSy P () p3) sl (2 (F1g

g}d,l.ﬂg\):-\ﬁ))\.qrgsgﬂ%43\}\&“\&&.@')3)@7%\@)5)%&&&#&5@
HIT g 00 4dST 418 uay jlgd! Ida

A OB egdin g 7 ) U O3 ST gl | - Y
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¥ Stepanos Safe

Setting up a secure drive
Relse existing drive?

What do wou wank to do?
(=) T want to create a new secure drive

(31 want to continue using an existing secure drive

Click "Mext" to cantinue,

L 7) l = Back ” Mext > l

l Zancel

Lghors Cuod 4008 Ly 5 sloaband Wy 3 Ul W) Bl Ay 35 ot A 5 LT J9Y1 gl AE- Y

s S bl LY by, e Lod
¥ Steganos Safe

Setting up a secure drive
Specify a description.

Please enter a name For the secure drive to be set up {e.qg. "Private").

Description:
ahesbah.orgt 1

Click: "Mext" ta continue,

ﬂ [ < Back ” Next = J

o

[ Cancel

Next s basl & ey o1 gl ypll el ST - ¢
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¥ Stepanos Safe

Setting up a secure drive
Specifving the storage location

The encrypted data on the secure drive is saved in an SLE file, The size of this file is
the same as that of vour encrypted drive.

Where do wou want to save the SLE File?
SLE file path:

(Gi{alhesbah.org.sle] 1 [[erawse...

If wou are nok sure, just click on "Mesxt”,

q_ [ = Back ”_Next = J [ Cancel ]
63 Gl B gxw @l OSUI jla g Sler ) el akizes Browse.. s Lkazll-o
. dd iy el

¥ Stepanos Safe gj

Setting up a secure drive
Specifving the size

Please define the size of wour secure drive. The maximum size is determined by the
free memaory space available on the drive onowhich the SLE file is located.,

Given vour operating and file system, a maximum of 3.90 GE can be used on drive
Gl

How big should wour secure drive be?

2,00 ME J .90 GB

Z.00GE

Click, "Mext" to continue.,

Qi [ < Back ” Mexk = J[ Cancel

CSs faaiol & iy 1 gl did) o 1 e jle] ase adarad Coew by je A -
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¥ Stepanos Safe

Setting up a secure drive
Specifying the password

Enter a mew password For the secure drive.
Mew password;

I' L LI L 1Ll

Mew password (repeat);

2 I
Passward quality: -_J w1

This password can probably be identified with special software,

q [ < Back ][ Mext = l[ Cancel ]

3 oo Jo Ju b o s piaall JUBYY ey BNy (e Ly 5 @) 59 M1 ST ST -
.WWT\.b-\w,e@)idﬂ.:\SJBﬁ.,f)BWJf\)j}AJﬁWTW%}EﬁJBW\

¥ Stepanos Safe E

Setting up a secure drive
Creating the secure drive

Creating the secure drive, This process can take several minutes,

Please wait, .,

102 MB af 2,00 GB were created
[HH‘EI‘H l

a_ = Bach Pk Cancel

eyl SN ¥ 36 gl 6 el iyl Jas g OY1 = A
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¥ Stepanos Safe

The secure drive "alhesbah.org" is open.

You can access drive 5ijust like any regular hard drive,

The data that you save ko the secure drive will be
immediately encrypted.

[ ] 0o niok shows this message again

4 g b Blol abzady e ) i)l OF e JU5 3, ) ada -9

¥ Stepanos Safe

Should the secure drive always be
displayed in Windows Explorer after
opening?

27

[ ] 0o niot shows this message again l Yes

NO # lasl La -3 .
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¥ Steganos Safe E“E E]
- __I:'_.J Skeganos Portable Safe L - Shredder "G') ﬂ

STECGANOS

Your secure drives

alhesbah.o I ~
OPEN (X:) b u ". @

Click om the 'Create, ' icon on the right, to set up a new secure drive of ko use an il
existing secure drive, i

i grda dy -1 OF o Juy u1g 0By ) =
Q\.ﬂﬁ&a\.@r’\.\q \.A):Lq}\ J\.’:&“..o}f Y
df Ll S8 Ay 3 Gl ¥
Ay -\ Aol Ol yl ¢

Sudr &y 3 DBLoY 0
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¥ Steganos Safe

Please wait...

Closing secure drive "alhesbah.org”,

3-%}3"“}@(.&&311afq.;‘rgjié.'\é\.d\ah,g.&:lq}\&.é)j&;w\“_\y

¥ Steganos Safe - Administering the secure drive "alhesbah.org”

Administering the secure drive "alhesbah.org"

Cateqgory:

: ’__‘_'/ Laocation

A

Secure drive

Description:

[]Zalar highlight the secure drive

To change the password or the drive letker, the secure drive must be

;a-lhesul:ual;u-.u:u;é

™ closed.

%] On opening  — -

e Changing the drive letter, | bl
[ @ Changing the size Changing the secure drive passwaord. [ Change password. .. I

The secure drive must be closed before [
wou can delete it, ;

Delete. ..

]

O ] l Cancel

iy pll oy ST B[y =Y
Ly B ade O S s gt 1 /]

Sy99 P g /Y
1 Bk /¢
iy pdl OGSl [

By ) b o1 pundy o ylad gundl) 53T 0yl /%
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¥ Stepanos Safe

- ’.. Steganos Portable Safe 13; Shredder D} “

STEGANOS

Your secure drives

Z'r_____

| L — :

[ o= alhesbah.org ; @
k W cLosep (x:) | ' |

iClick an the '‘Create. .. icon on the right, ba sef up a new secure drive or bo use an L
existing secure drive. +

Opens the secure drive

gyt il [N -1 ¢
Bl Ay LY /Y
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ayaianll calilghaaa X\

% Steganos Portable Safe @

STEGANOS Welcome to Steganos Portable Safe!

With Portable Safe wou can fransport wour sensitive data securely
and easily. With Live Encryption Technology wou can run and
decrvpt the Porkable Safe medium on any PC or Laptop - all wou
need is your password,

This release of Portable Safe already contains the required data
decryption software,

[] Skip this introduction in Fukurs

Click. "Mext" to continue.,

@ - Bach [ Mexk = J[ Cancel ]

Ay Ul paaad) ol Jeb bl hul Jos acdinas b §,4501 B gaw) el p o8 dedde— )
baib By 9 b 4 S g g ef b phidl b 7l ) BLOYL § pad) bbby Bl gl Ao
Next cwsGs baal iJu Ol 0 @ Lol oda jglas ¥ 3> jlas] ) Jla Loy

£ Steganos Portable Safe ;

Step 1 of 6
Seleck media bvpe

Specify the size of yvour Portable Safe medium, Both wour encrypted data and the
decrwption program will be stored on the Portable Safe medium.

CO-RON l YD DVD L
¥ ¥

A
¢

ZD.DME=| - J 7.91 GB

650 ME (681,574,400 bytes)

Click "Mext" to continue,

ﬁ - Bach Mexk = J [ Cancel

(1) idill amlagh (pol ALtk
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€3 32 ol (gom 32 S 45 o pallyy Sibd! e Y -

& Steganos Portable Safe

Create the prepackaging drive
Creating the prepackaging drive

Please wait, ..

G50 ME of 650 ME created

[Illllllllﬂlllllllllﬂlﬂlﬂlﬂlﬂllllﬂlﬂlﬂlﬂlﬂl!llllﬂlﬂlﬂlq

)\.ﬂ.".“.w?\) ;-U\ ‘:3 )\.E.‘:J:}“ ‘53\5.3 J’:‘-& E
€ Steganos Portable Safe

-
I3
13
1
.

Step 4 of 6
Specify prepackaging drive

Copy all the files that you want to encevpk and store in the Portable Safe ko the
prepackaging drive.

| £

Please select the letter For wour prepackaging drive.

i
]

© | Mext s | [ Cancel
B gl o and g by 5l ade piw (sl Gyl yll Ly — €
(1) idill amlagh (pol ALtk
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€ Stepanos Portable Safe g]

[
Please note that a Portable Safe cannot be \11)-
opened under either Windows NT 4.0 or
Windows 95.

[ ] Do nat show this message again

40 ey MISINT .4 o5 dny 0 fors o Ll sanyl) Ol db ks Slboay— 0

% Steganos Portable Safe gj

Step 5 of 6 : '
Prepackaging files a

e bonl bl ol | sl -—-I

The prepackaging drive Z: is ready.

Copy the Files wou want bo encrvpt and store in the Porkable Safe to drive 2:,

Click. 'Display prepackaging drive’ ko display the prepackaging drive in Windaws
Explarer.

Display prepackaging drive

Click "Mext" when wou have finished prepackaging vour files,

ﬂ [ Mext = ll Cancel ]

lS Jo Lol Dl gauill Jo 04K OF Wy e ke amnw It CB R iyl o & =1
Display prepackaging drive
MY COMPULES oo azdl 5 &l il o) b gd
CnS fardo) S a2 slgsil wie
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S Steganos Portable Safe E]

STECANOS Step6of 6

Copy all Skeqanos Portable Safe package files to the selected
Portable Safe medium.

For example, if wou wank to use a CO-ROM as wour Porkable Safe
mediurm, you should now stark your C0 writing software and
select the package files to be burned ontao wour CO-ROM,

Click 'Display package files' to display the Folder containing the
package Files in Windows Explorer.

Display package files

Cnce wou have finished copying the files ko wour Porkable Safe
medium, the files can be deleted.

9 <ack P

s oull a3 JDisplay packagefiles ,; haet -v

"?_'F"'i..‘ autorun.inf . qdiplus.dll
= p.rr Setup Information 'h. 5.1.3102,1360

"
L} i = 2
1 KB =1 Microsoft GDI+
i
I3 [
J\__ dee.d W) -
L] L] e
e g

sleesetup.exe :‘i sps,sle
Setup Launcher #xxl| SLE File
Steganos iambH e 655,360 KB

il starker.res
[ }‘*,,] starter.exe RES File

" 152 ===11 95 kE
Ui.res

RES File
1,222 KB

SPS.Sle Gl lusle pisall b g D) saw) ol ) o2 8 allal) Sl ad Loy —A
MC\.‘M M}&\P?\&&M}bw)ﬂ)h}\cﬂb}owﬂuﬂ\ RV

b s SN Cavy My O S i cile 4 dol jrdy Y astiael a5 SLSad 35U O S Lia
dylasld

8 i Olily Sa OT B gy J @t J 53
c.,.n.d\;\mg\ﬁudﬂ&u@uﬁ@dﬂ&ud;oggu
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3333 B o el B e 0} WU

NerO)j."'J\J# .5.3)\.@7615%1\ 3\3\}14..»}1\ ‘51’ C‘bJ‘JJj""’F|n|ShHWi—%
@W&ﬁia.\zw

ajyaaanl\ Alaanl\ anglh yy
% Steganos Private Favorites g@
add @ Edit Extras % Cecrypt list

A% F wate Favorites (encrypted)

m rites (not protected)

5 il dhioll wpur a8 g0 By Add 5 darias -

P Steganos Private Favorites

E Iz, Please enter a password with which you would like to
[ & encrypt your private favorites.

[ew password:

[sasessss | . o
Mew password (repeat):
[eenensee

1 —H

[]Skare passward an key device (2.9, USE stick, PocketPC).
A

Password quality:

This password can probably be identified with special software.

Ok J [ Cancel

(1} iaill aalagh (gl ALl
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54.@7(4 Lgd oo dy gm0 9 3599 L) 83 > EMGLGJ.UJ\L;«SH >y Mmg\s’f))}\wg,;gj—\’
w\ 33 AedST B yre OIS LS JWBYY sis 313 LlST el o et

ﬁ Steganus Private Favorites

Please enter the Web page that you want !E‘

to add to your favorites (e.g.
www,steganos.com).

Mew Internet address:

[ 84 ] [ Cancel

OK o bas| ¢ adlo) w5 gl @b 1 01 e ST -y

# Steganos Private Favorites

G add @ | @ Extras [y Encrypt list
% Privaty % Cipen

ﬁ & [#] Create new folder

| Favari @ Celete

[ % Rename

. @ Change Internet address

Jetall 2Bt 2058 - ¢

= 11
A Wt ol /] ¥

&wﬁ//\'
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Lo 31 /[ £

Ol g pii [[0

# Steganos Private Favorites

add (gt Edit I | (@5 Encrypt list

% Private favorites B Change password

lr- alheshah:ar

ﬂ Steganos Ho
) Favorites (nok pr—:

8 Encrypt all Favorites

L] Decrypt all Favarites |

ol Extra -o

29 A &S et /]y
395 1 Aliade \gd Ledy \glS” Aliadl) piidd //Y
odadl S pias Sl [/

39\ "alalS yan

% Steganos Password Managen

X

L!;;f__\v} Please enter the password to protect your Password
5@ Manager now.

Mew password:

Mews password (repeat):

....;....I ! e | L £ ] (i =

[ store password on key device {e.g. USE stick, PocketPC).

Password quality: a8

This password can probably be identified with special software,

=] 4 ] [ Cancel

(1} iaill aalagh (gl ALl
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W STy 59,0 AelS HlE O Slde AL OV U1 ST Jee — Y

E;‘;t tesanos Password Manager i E‘E!

- e ———]

- —

L.}
Password Manager is now open. You can ‘!l‘)-

now access your password list.

Here wou can securely store yvour online passwaords, PIRs,
ekc.

[ Do not show this message again

.ﬂ)ihﬁ.ﬁﬁ!ﬂ)}f KNS ‘J}"\"‘W@TJC}“‘Q?‘ ))J,U CJW;{-\AOQ 5},14..—*

™ Steganos Password Manager Q|E|@
) Add ) Delete ®li charge [ @)

. UiSteganoi i 1=S (1
ﬂ_l 1 -
Cakeqgory: All passwords L

" Steganos Private Favorites

Description:
Steganos Private Favarites

User narme:

Password:

5-------- @] . E] *J:;'g

3300 Rels” Ly Add /]y -¥
:ﬁjﬁ)))ﬁwcwlDelete//*

(1) idill amlagh (pol ALtk
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13 %S yad Change //v
LS U8 3 DalS ol ) S jL o gl 5 Oy /] ¢

dastldl /o
s badis drliouin g )5 01 by 5 (@1 59 4 OLIS b gl i s o 7 JUS7 Ly 1 /%
L3l

33 hedS Bl wis il anaiy 45 M AT iy /1Y
pisead! vl A
sa A ads//a
Il g aygbY L3 iy b By e 8L 4 01 dalS B2 WS /)Y o

4 Steganos Password Manager

Description: Cakegory:

e | LS dgac | dales Cilmiio w |

Ilser name: Abok;

.\"aiu.lléi:ﬂ.e_c. g._nf

Passwiord;

I Generate password, ., ] _

Internet address (URL):
ﬂ :wﬁ.alﬁ.esi:éiﬂ.urg}v

I (0] 4 ] [ Cancel

BABLIN oda U£ 5 1 AalST Blo) Jo laaal) day — ¢

33 LSS a5 BLBY /Y

A LSS pusans LY /Y

S3 A Al Loy /v
By g M &S Hgby Ll LS /¢
do sy Bdine 3 G 39 0 OIS A dGenerate password ) Sdus >y
odn 55 M AalS” gad 3 doiaall Loyl y L aas /[0
Sy dol 5y A1 OIS 8150 ke Jgund e od 3 gl [/

Y¢
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! 'ﬁ Set the properties of the password, Click 'Mext’ to continue,
Murnber of characters: 22 (i !

Use lowercase

Lse LPPERCASE

Use nurmbiers

| Use special characters

Qualiey of password with these properties:

(WE NN RN RN RN NN N RN RN RN RN RN RN ] 125 bits

This password cannok be identified by the secret services (maximun security,

[ Mexk = ] [ Zancel

BABLYI adn gl g 0 LIS U g ) e rdall W

sy A S By sus /]

iy AN Al 8 el O g 1 aluseny /Y

By ) A G 8 ST B g B alusen /]

26,41 aluseany /¢
@HPHPY0 Jo o3 Oy 31 ol [0
Next Lasl ;51 LS Uiz jlas! day
O yg A AalS W5 ¢ gl oS o LSS 55 41 AalS w5 oy o gLl ST 8 Buliker 8L ) pglas

b gl g o S |

T Steganos Password Manager.

=C -
This is the generated password, It is displayed disguised. 3/
Click an the bukkon wikh Ehe askerisk ta display the

passwiord,

Generated password;
RigBr++{dysaFSaDwhR 1] :

[ ] 4 ] [ Cancel I

OK 851 daasl lgrtos) & 301 55 41 dodS” o 0la 0 &
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9 )ESIAN 2y yall jadand

Steganos E-Mail Encryption

& ks i . P
. Send encrypted... ;:" Save encryphed. . __.-/ &dd file. . B‘J 9
Attachments: ! .
Texk entry:

;é;.a.m.u LIl s ._A_A_f_-

BB ada gy g9 mSURN g ) il Jlo jle) s —
8 ) Al 1 Jlayy /]
3 oS Bl ) aais day atanns 5 dill Wyl Lis- /Y
Attachments 3 8" cals @Ley //v
u ¥/t
) § oy 0 i g O L3I0
susludl ok //%
gy gl 4 L) ol glas s [/
5 a5l Bl I e S5 /A

Al
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Steganos E-Mail Encryption

e
ky Recent
Documents

Deszktop

=

by Documents

Savein: Iqﬂ}{F‘[lﬂ 2| o 1} « [~

,,J
58
by Compuiter
- File name; |mar?a.cal:u , Save
by M ebwork, Save as type: '.:al:. f||es[|:al:|] v-

G bawd ikl Wy 4al) e LSy A gl G WU ol e 83 5001 BB ¢ OF a - ¥

ad Laad 3 M O juk g Jaddl 5

M Steganos E-Mail Encryption

Please enter the password for encrypting this email.
Mew password: : _

(ssssssss slinatll japalll Bl piie
Mew password (repeat):

(sssnsans|

FE

Password quality: i) i

This password can probably be identified with special software,

I o] I [ Cancel

Ll ))J.ch{ai—\'
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mar7a,cab
WinRAR. archive
2,502 KB

ajwwh&d\&bk_&b}mdsdﬂ\%yah—i

3y ! a.\.éa.\s(é

| mar7aexs
=) |

q This file is a self-decrypting File, It contains
I[%I encrypted and compressed data,

| Decrypk now, ..

Create self-decrypting files: With Steganos Security
Suite. Download the test version or arder right:
away,

[ Download. .. ]I Order... ‘

Copwright 1996-2004 Steganos GmbH

OV plidl Syl /]y -1

g g il o /]
72U ! sl 23 /]y
i) Gd 2 lsd

& Steganos

Please enter the password used to encrypk
the data,

Passwiord:

\

[ ok l[ Cancel ]

OK d3f baai & \gde 3l 4y 1) &dS™ Jous
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3 Steganos - Self-decryption

This is the decrypted content of the self-decrvpting package. Eﬁ
0 | mar7ampga ||

| | save attachments...]

Decrypted e-mail kext:

!Sj_aLu.u:t.I'“ IEJL....-JJII.L&\__.:;SJ_ | |

save e-mailtext... | | Copy e-mail bext into cipboard |
Bl N 8, gl 0 af -
mar 7a.mpg «f 3 » cike S &f a5 [/
30 allt aad- /¥

o J Laf/v

A eSS e Jo Al 1 i L bakas /] ¢
Wadlonll Do N1 i fed /0
B A

c\alall pan

B Steganos File Manager

File . actions; Miew Help

Steganos File Manager

ing the Steganos File Manager. You can

(1} iaill aalagh (gl ALl
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W) Ul y ol y olile pdas hSad ULl 8y15Y sl ) 1ia- )
o) gl et g Ay
g o e o ad) sl Lo Blo) & Ly T jhtis dpur Lo ) /1Y
LI 0 5 30 ke s [] ¥
sk il Jus o laaa

B Stepanos File Manager - Untitled

File Actions Wiew Help

e P
(% @ @ Add File @}nddfolder R @ | L2 ,“?‘ Clase

Mame Size | Type Date Madified

Il oda Ll u£—Y
Adl) dais ) )3 MW gy
sl Gkl Cake dLiaid [/
Wbt Lasll cakold Wi Loy /Y
baidt 0 s g dads & o0y ) 3l /]
2 OV Sl o Slie i o (6 8 I D pa Wt WSy Gl Gy B 41 o akally
ke 1dgd dik> o il Wbyl 0T ST e GBI el aYY (g g1 el
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B Steganos File Manager - Untitled

File Actions Wiew Help

) it} B
6% @ @ Add file @Add roider < & = | [ @) c@qm
o S [

Size | Type Dake Modified
4,841 KB MP3 Audio 17/12/2005 09:04 o

" E:L@iﬁ\‘sﬁ.&&a&)" a:ﬁdid.lﬁ\.;i.bi\.m—"
d.lﬂ\ )j U?\ m

B Steganos File Manager

Encrypt or hide
How would wou like your data to be prokected?

Do sou want bo only encrypk sour Files or do wou wank to hide them as well?

Moke: In order to hide data wou need a carrier file (image o sound)) that can be used
ko hold the hidden data,

(&) Encrypt files

{1 Hide and encrypt files

9 [ < Back, “ Mext = J[ Cancel

ok L g
Lglad 5 oully izt J 81 /)Y
Y Jass eau J gl OB e (il als o ol Cale jlsd Lilis) 5 s piadad ) /Y
e g oS g b AalS" ao g ade Cor bl gl Do 015 FY) Ll ane fazsd
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¥



Securify Suite aplip g

uﬁ&;@s;wim;wguﬁd\w)s:ﬁi@muh;wguﬁd\day&\ww
il 0803 el 1 gland WSl Se Y

sV L o i

B Steganos File Manager

Select encrypted file
Where do you wank Fo save the encrypked File?

Save encrypked file as:

':"- : Erowmse. .,

“ [ = Back ” Mext = |[ Cancel ]

Next oSG bl & ad aall Gl bix gzw @) OSY) s ik -0

B Stepanos File Manager

Enter password
You need a password bo access the data

Please enter the passwaord For hiding
wour Files in "_38809217_binladen150ap. jpg".

Mew password:

CIIYTYTT)
Mew passward (repeat):
:' LI Ll LL])

Fall Fall
Password guality: J ._._J

This password can probably be identified with special software.,

“ [ < Back, ” Mext = J[ Cancel

Nextw%?wf%@)ﬂ\w)))ﬁw)@—‘
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B Stepanos File Manager @

Original files ]
Do wou want to finally destroy the original Filels)?

() Yes, destroy original filefs)
(%) Nao, do not destray original fileds) 5

7] [ < Back ][ Mext = ][ Cancel

ol La =V
o) ol peid 531 /1
oY Sl e st o /]
CnSS b ¢ ! HL3H b

B Steganos File Manager

STEGANOS Donel

The encryption has been completed successFully,

Wiew encrypred file in Explorer [

_:II Send encrvpted File by email

(1) idill amlagh (pol ALtk
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5 el ol suatad J 53N\
Ll 8 aall cwll Jueyy /1Y
Finish jiwd Lz

B Stepanos File Manager

Please enter the password for
"unher.sef".

Password;

iilii;iif

[ Ok ] [ Cancel ]

U o sy = 1 Vi By 0 505 o = ) 5 Jnkss Ut 5 o it il ol -4
ad 3 g 4l
ﬂjihi.;ai) MJL\M;.;SJ;

ad yaal\ AlAn
fokais 8B o) e ) o) @B 1 DLy BUSB () Sy o) W) 0By Sl p s iy g
adans U1 (63U Sl Syl OIS O) e ¥ STy o Y1 de oy (ol OSUI 5T B yll] o 5!
Bt slias Jlaih o g o alleg W1 bt ByLadt ug OF Jsiae b S gl 2
3y ¥ el i YL
LS 6y g sgd DY b 4 ) Y BTy Sud fom LB el 1 s O W€ 6 Y1 AU G (S
T A S ed e bl

éEE4iiHIHHHHHHHHHH!HHiHHHHHILEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE&.
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Al Jaa X\ )\'"S\ AN

% Steganos Internet Trace Destructor

| i
Q Stark brace destruction By Shredder GI (7]
STECANOS
T b
Default sektings: | Q x
- _|Browser Traces (Protect Privacy)

Windows ‘Windows Traces (Gain Memor |
[ Temporary files Select no trace
[]windows Recycle Bin
[]windows swapfiles Details
[]5top Windows pop-ups {messenger service) Dekails
[Juseless Files Details
[CJPrefetch Falder Details
[JAdache Folder Details
Windows XP

T

b
Windows Explorer

¥
Internet Explorer 5 and &

¥
WordPad

W

b
Microsoft Paint

W

W |

Vg S el gl 1 a3l oy 3 B o 80T peds o s it 1
&1 03 b el gl & Sl @5 0Ly o ) 5>
W8 o gl B peeus Ty 0 1a /] Y
Sl adads 3151// ¥
<[y
72U ) e 83 ) Buelll like /] ¢
Olike ads Lo 8342 Slaaid lad Oyl B8 g jlas) acdannd Juiecd) w41 14 [
(s pokal pus LTy Oyl am kel kT 3o ) BTy Clile peus Ladl g el
W I3 3 B gged @ ol Wi s Blias ke [4
Nab 3 g A Dol -l B> atazs [V
dadals qxd 0yl OF a0 JS7 1 5 @y e/ A
S e 8 ol Bl //4
el3 G T Y e 3y o lariar b5 b L dey
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% Steganos Internet Trace Destructor

4
Waould you like to destroy the selected \")

traces now?

[ es ] [ Mo ]

YES on havl 0¥l ods pals Jadl by 5 fo uSTTl 36LI) o

N Steganos Internet Trace Destructor

The traces are being destroyed...

"i{;'-.-'u'ind_nws; }e_mpcurary files o o - o i
|IllllIlllllllllllllllllllllllllll l
[]5hut dowin computer after destruction | =

G gl e pedd oy BIBUN o 5gb Juy
Bl MUy OY1 0 s oy Lo o Mt/
58 Sl Il Of Sl s e sl UIT gt b OF Ld @y e /] Y
) s WY /[

(1} iaill aalagh (gl ALl
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% Steganos Internet Trace Destructor

[
Trace destruction is complete. y

[ ] Do not show this message again

OK 4l gn baas) poddl slgs] &S 5 dluy

=aladall alal

® Steganos Shredder

STEGANOS Welcome to the Steganos Shredder

The Shredder enables you to definitively and reliably destroy files
and Folders, The shredder is made up of bwo compaonents:

1. The file shredder destroys files and Folders currently located on
vour hard drive,

2. The Free Space Shredder destrovs the remains of presiously
deleted files, Thanks to this deep cleaning, data located in the
free spaces on vour drive is destroved,

‘whe destroy files?
[] 5kip this introduction in future

Click, "Mext" to continue.,

0 = Back l Mext = ] [ Zancel I
B3l aokanad el Sligh bl o Yoy Dilgr Ao 6 il 6T kol e B15Y) 04
i gl UM B3laaw] po oo 315Y1 0y 1 5 oLl
Next e kaol el 31aY A5 BIBLI o
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® Steganos Shredder @

Destroy individual files or deep cleaning
Please select the Shredder component you wish bo use

() Definitive destruction of existing files and Folders

(") Deep clean the free spaces in your hard drive

What should T seleck?

ﬂ [ < Back " Mexk = ][ Cancel

ol Af L
Sl 5 Ol adas w5 Ja /]9
)yl o el 1R o itk B3laas] i iy YO Bl il ol by 5 J /Y
) jLdt i
J)S“ )\.:‘:7’?\

® Steganos Shredder @

Steganos File Shredder
Select files to be destroved

Click on "Destrov" to permanently destrow the files/Folders listed,

: File name In Falder Size Tvpe

| addfie.. | | addfolder... |

(1) idill amlagh (pol ALtk
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L oued U8 ) gl oty M pglas La /]y
ke LY [/ Y
W Loy /v
Destroy peus ;1 baaol | s 1 iy

W Steganos Shredder

9
Do you really want to destroy all the \.l)-

selected files and folders?

[ Yes | [ Mo

Ol oda g fedlly by 5 ST ASTl BuSTT Al
Y €S ax Lo
¥ Stepanos Shredder

Steganos Shredder
Destruckion in progress

[aka is being permanently destroved,
Please wait. ..

Destruction in progress

IﬁIﬂHHIiHHHiHHHHIHIHHIHIHIHIHIIIIIIIIIIIIIIIIIIIIIHq

Sty SIS eyl Ol ol FBS Jarld 8 jorms o) dkas
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® Steganos Shredder

STECANOS Destruction complete

Deskruction compleke,

To be sure that earlier versions of the File{s) are destroved, wou
should run a deep clean on drivie C:.

Would wou like to run the deep cleaning process now?

[ ]es, execute desp deaning

Finish sigsi has) & dust el idaall

a\-’:j‘ )\.}\
® Steganos Shredder
Steganos Free Space Shredder
Select drives for deep cleaning
Select the drive on which wou wish ko run the deep cleaning process, Then click on "Start”,

. Dirive Tvpe Tokal size Free space |
| []=e fic Local Disk, =k ME |
[ (D Local Disk. aE aE

| [ e {EN Local Disk =B =B
[] s iF1 Local Disk, =B =B

| [ see ey Lacal Disk = B

| [ == {1 Local Disk aE aE
e (KD Local Disk aE aE
[ L Local Disk, =k aE
[s= M Local Disk aE aE |
“- l < Back ” Skart: J I Cancel ]

B Slludl de 83 4 ) SUL! g2 o glall Cayl yld) s
salStart o jw baalai & Gl ys jlesl o5l
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® Stepanos Shredder

Y
Do you want to deep clean drive(s) K.? x{)ﬂ

Mo daka will be lost during this process,

This procedure may take several hours, ¥ou can inkerrupk it

akt -any time, .
|

[ Wes ] [ Mo

el Job W8 dkedd) Ol pdd
Yes wWi
Aot lgd) dis 35 Y I Ollus 3 g g aday O pdd g 025 1 sVl Lo U8 ddaal) £
plale e (o U
vl jaall

“@ Stepanos Security Suite 2006 - Settings

Settings

Cakegory: Hidden messages

[ Somekimes explanatory messages are displayed which wou can hide by

I~ s

!/ General Settings clicking "Dio not display this message again”. Click on the bukton below ko
= display the message again.

_r‘l Password Manager l Show hidden message again. ..

- ': E-mail encryplion Language setkings

| ;
" anniTheft Currently selected language:

; - |English V:
Q Trace destruction
. Start opkions

= 7. Data destructi
| i Ut [+#] Start automatically on log an.

Search auktomatically For updates on the Inkernet

Display extensions in Explorer context menu

t_‘,- [ K H Cancel
Lols s 5 U8y o p2d) U8 o iy O L3 Aol o» oda
S 5 8,0 3IBU ol Lglay Y jLs 1 ST L oS /]

[] Do niok show this message again 64

S 1 baaal ¢ 58 e gmd Ol B3le) Corl O
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SRR /A
a el g o P ey e LSl 51 ol 1 s s df/Y
sl U5 T o) iy L) 0 2 ¥ s e LSl gl Sl /€
Y P daaall Jad ag 8 )L Cile (6T e baaall e Iy e ds et ylgbY [0
DU el i sl Lao
PR RGN CERPRCTIES Ve /Lt
M) phd5 il gl A sat [V
3t Slize gali 1yl B 50 /A
S pede oyl ds ge [/4
UIHM VRV PIPRUIRES Wy AR

> Steganos Security Suite 2006 - Settings

Settings
Categary: Passwiord
[ ™1 , | =%  ‘ou must stark the Passward ch i
'g' zeneral Settings 1 Manager before you can change A R B
- the password.
m Password Manager Password Manager file
The list of passwords is contained in this file:
£ E-mail encryption (o}
| |
"Bl AnkThefE Backup copy... ] Move. .. ]
___J' =
; Additional options =
Q Trace destruction Close Password Manager after long inactivity
Enter passwords automatically
B-g, Data destruction Show notification window on impartant events
Q [ Ok ] I Cancel ]

L ot 8 > e gl 1 055 0T ¥y 39 M WS ke 35 50 dalS™ e 10 1k /]
Ol a3 &lils g5 b e dblai s Jos ads [/
dblal Ao Jos /Y
Abla ) e & /] ¢
ke Jasdl pus o Ay b 83 ey 5, SLIST ke 331 /0
LSS g ol 59 M SldS” Juat [/

Lol Sl dis &y L 300U gl //V
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@ Steganos Security Suite 2006 - Settings

Settings

Cateqory: E-mail encryption
| ; . % Dowyou wank to create self-decrypting packages as cab or exe files?
/ee®® GGeneral Settings

If wou send exe files the recipient may not be able to receive them due
to restrictive security settings.

Password Manager :
{1 Create cab files ||

&3
xﬁ- .

| % E-rriail &
[
|

Pl _ AnkiTheft

1
i ==
Q Trace destruction

= —&h [rata destruckion |

Create executable files (%, exe)
@

u [ oK H Cancel ]

St Cale als iy &M@ucﬁéukjﬁﬂ\ﬁmeujgbﬂu“
b gdods Cile Jond gl gdeds Cile Al b griae Cile Jond Lia J oY1 L3
@il Cll) (6 5 b ghze ke Jodd /Y
hadh (gl Al fanl//¥

@ Steganos Security Suite 2006 - Settings

Settings

Category: AntiTheft
| 2 . el Steganos AnkiTheft must be active For vou to receive information about
/o™ meneral Settings o vour compuber's location,
= Enable Steganos AntiTheft ||

o

Password Manager

i‘-+ E-mail encryption

1l |
| ‘ antiTheft |
Q Trace destruction

= —&h [rata destruckion |

u oK ] [ Cancel
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QMTY)%H\)L&A&AU;}M}%\ 1 /[

@ Stepanos Security Suite 2006 - Settings

Settings

Cakegory: Trace destruction
[ | [JHide traces of non-installed applications ||
S General Settings .
I Indicate content that maw not be suitable For woung people {Conkent

P ) alarm)
[ 1 Password Manager |
=i | [JAutomatically destroy traces after the browser has been exited.

E‘": E-mail encryption Display progress window when traces are destroyed

|“'L' AntiTheft
| & |

i |
| Q Trace destruckion [

B, Data destruction |

ﬁ [ K H Cancel ]

Syl AE O 0 jlesly il U RSB § Jlgd) e 83 g 1 b el ) ol L3 sl Y /]
LAY i
Cleidll dslis pdll O goeald 3L //Y
ciad) sl day OT Y1 oty [/

‘@ Steganos Security Suite 2006 - Settings

Settings

Zategary: Data destruckion
[ [ == Here you can choose the method of data shredding.
le® Eneral Settings Bl : |
(%) Complete overwrite (Fast) !

\?:;‘_}: Password Manager (i Multiple overwriting time consuming)
C U 115 Department of Defense skandard
(Dol 5220,22 - M, NISPOM & - 2068)

E-mail encryption
N K] L | {yGutmann method {extremely bime consuming)

e  AnkiTheft

=
Q Trace destruction

G, [ 84 ] ’ Cancel ]
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